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BAM Advanced White Paper 
Ad fraud in programmatic marketing and how to combat it

Although programmatic marketing has existed for almost a decade, it’s only really taking 
off now in Belgium, where more than 20 billion ad impressions are currently available 
on desktop and mobile devices (web and in-app) encompassing video, high impact, rich 
media and native. Now we are seeing the first signs of traditional media such as out-
of-home and radio jumping aboard. With a reported spend of 350 million euro (cf. IAB 
Europe adex benchmark 2016 and IAB Matrix Survey), the programmatic marketing 
business in Belgium is booming, which also makes it a target for unscrupulous companies 
and fraudsters. In this advanced white paper, the Belgian Association of Marketing builds 
on its previous papers on automated trading and programmatic buying to include an 
update on all Belgian media and insights that can help marketers address the challenges 
of digital ad fraud, ad verification and brand safety in the programmatic marketing space. 



Belgium’s evolving programmatic ecosystem

Early adopters such as Pebble Media and IP Belgium in 2014 and Persgroep and Rossel 
in 2015 set the pace. But 2016 was clearly the year for programmatic marketing in 
Belgium and the first in which programmatic tools were used without interruption and 
consistently within the digital marketing cycle.

Monthly bid requests in Belgium by year

Graph with monthly bid requests in Belgium per year, provided by Adform

In 2016, the volume of possible ad impressions rose to around 24 billion requests in 
Belgium on both desktop and mobile devices (web and in-app), while .be inventories 
reached a market share of around 25-30% of Belgian visitors within the programmatic 
ecosystem vs. 70-75% Belgian IP addresses visiting international .com, .fr or .nl publishers. 
While ad impression volumes have continued to rise by more than 45% year-on-year, the 
average number of CPMs (cost per 1,000 impressions) on open exchange has doubled 
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since 2015. One of the main reasons for this is increased competition on premium titles: 
specific inventory is bought by humans (using whitelists) or machines via DSP (demand-
side platform) algorithms and the increasing bids and prices are resulting in more efficient 
media investments and better performance on campaigns. Belgian publishers tend to 
see the programmatic ecosystem as an additional source of revenue, allowing buyers 
to purchase on networks rather than on specific websites in open exchange using semi-
transparent bid URLs. It should also be noted that despite the fact that not all inventory 
available for the Belgian market was analysed (YouTube & Facebook have been missing 
since 2016, SEA (search engine advertising) was never included in previous analyses 
published in IAB Belgium or BAM white papers), volumes continue to rise. Based on this, 
we estimated that the programmatic ecosystem in Belgium was likely to reach around 30 
billion ad impressions by the middle of 2017. 

Local vs. International inventory

Graph with local vs. international inventory, provided by Adform
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Growth potential: 
From seasonality to blending traditional channels with digital

2016 was also the first year that seasonality began to take effect, with the best months 
being November, December and January in terms of spend and the summer months in 
terms of programmatic requests. June 2016 was an exceptional month because for the 
first time market dynamics were visible: CPMs rose by more than 51% due to a sharp 
33% decrease of available inventory due to direct buying by publishers. Although local 
publishers are not targeting all channels in their programmatic strategies (video and 
mobile are most popular), there is definitely room for growth, driven by the introduction 
of native into programmatic marketing by international publishers at the end of 2016. 
An increasing number of traditional marketing channels, such as out-of-home, radio and 
TV will also enter the programmatic ecosystem in the coming years, although more links 
with digital channels (for example, second screen targeting linking tablet & TV, iBeacons 
connecting mobile and programmatic out-of-home screens or companion ads connecting 
programmatic with radio) will be needed to really boost spending here.

CPM Trends on Open Exchange

Graph with evolution of the average CPMs in the programmatic ecosystem, provided by Adform
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Greater transparency and risk

As market maturity increases, along with CPMs and programmatic marketing spending, 
buyers and advertisers are becoming more aware of its technical complexity. On the one 
hand, the tools behind programmatic marketing allow us to measure its effectiveness 
in real time. This makes the act of buying inventory through Private Marketplaces, deal 
IDs or programmatic guaranteed buys more transparent for advertisers. More brand 
safety tools and fraud detection systems are also having a positive impact on advertising 
budgets across the programmatic ecosystem in Belgium. On the other, these positive 
evolutions are accompanied by lots of questions around the quality of traffic, ad fraud, 
brand safety and, since the US elections in 2016, increased concern about fake news and 
the ethical impact of programmatic partners. Finally, viewability and buying CPMs based 
on unseen impressions have been incorrectly associated with ad fraud by some Belgian 
advertisers.  These and other questions are addressed in the following sections. 



So, what exactly is digital ad fraud? 

So, what exactly is digital ad fraud? Provided by Integral Ad Science via Ad Fraud Essentials Guide 2017
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Digital ad fraud is any attempt by any means to deliberately prevent the fair and proper 
delivery of ads to the right person, at the right time, in the right place. It is not limited 
to programmatic marketing. All digital marketing channels can be affected, from affiliate 
marketing to search engines, social media, etc. Fraud in online marketing has occurred 
ever since this channel was first used to distribute campaigns, and the landscape has 
continued to evolve in tandem with every technological innovation. 

How fraudulent traffic occurs, provided by Integral Ad Science via Ad Fraud Essentials Guide 2017

Digital ad fraud was primarily associated with certain kinds of traffic on publishers’ websites. 
These publishers were blamed for issues arising from the fraud and held responsible for 
solving them. However, in reality, the situation is much more complex. Ad technology 
players, affiliate marketing platforms and programmatic marketing tools are increasingly 
susceptible to digital ad fraud because there is direct link between an interface and the 
money flowing out of these platforms. There are even cases of programmatic campaigns 
being more sensitive to ad fraud due to the sector or the buying method with low CPC 
(cost per click) optimization. 
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Bots
The most common - and well known - example 
of fraud is bots. Because bots are such a large 
and prevalent issue, we’ve devoted an entire 
section to it.

Domain spoofing 
Occurs in a real-time bidding (RTB) 
environmment, where the URL is used to fool 
an agency into thinking their ad is going to 
a premium site, when instead it’s going to a 
low-quality website - or that their ad is going 
to a brand - safe site when it’s actually going 
to a brand - unsafe site. To learn more about 
domain spoofing, check out the types of ad 
fraud section below.



Common types
of digital ad fraud in programmatic marketing 

Eight types of digital ad fraud have been identified as having a major impact on 
programmatic marketing. They are: bots, domain spoofing, cross-domain embedding, ad 
stacking, cookie stuffing, pixel stuffing, user agent stuffing and location fraud. They are 
not always used in isolation. For example, some fraudsters combine bots with domain 
spoofing to create so-called bot farms. White Ops recently exposed Methbot, a group 
based in Russia, which used a combination of different methods to infect the web through 
data centres in the US and the Netherlands. To illustrate how each type of ad fraud 
works, we’ve grouped them in terms of their impact at key points in the programmatic 
marketing journey.

# 1
General impact on campaigns

The most common generators of fraudulent traffic are bots. Bots are viruses that are 
surreptitiously installed on a device and then use the resources of that device unnoticed. 
For example, if a web page takes longer than 30 seconds to load or apps on your 
smartphone seem sluggish, you might think it is because your device is getting old. In 
reality, a bot is using resources in the background. Consequently, most people with 
infected devices are completely unaware of what is happening and this increases the risk 
of others becoming infected. Recent examples of botnets (groups of internet-connected 
devices, each running one or more bots) popping up in the media are Poweliks and 
Avireen. Their goal is to generate fake impressions and clicks so that more digital ad 
spend is allocated to the bots’ owner. Ad networks, inventory sources or ad exchanges 
can also benefit from this type of fraud, because the more volume you have on your ad 
exchange, the more likely you will receive and win bids, resulting in more impressions 
and ad spend flowing into your ad exchange.  



# 2
Whitelisting

Domain spoofing is another method of tricking people into investing more digital ad 
spend in certain players. Basically, the idea is to change the URL of a domain within an 
SSP (supply-side platform) so that it masks the actual URL where the ad placements are 
placed. The buyer is tricked into spending more on certain domains because they are 
performing well in terms of CTR (click-through rate) or engagement. Domain spoofing is 
commonly used to mask unsafe websites with brand-safe bid URLs. This method is very 
popular across all channels, with video being one of the most impacted. Masking video 
domains is referred to as cross-domain embedding. 

# 3
Viewability

Viewability is rapidly becoming top of mind for many publishers and advertisers and 
digital ad fraud is keeping pace with Pixel Stuffing probably having the most impact. This 
type of fraud involves serving one or more ads or even an entire ad-supported site in a 
single 1x1 pixel frame, so that the ads are invisible to the naked eye but still generating 
ad spend. Another common type of viewability fraud is ad stacking when campaign ads 
are loaded inside the viewport (the active part of your browser you see on your screen). 
By stacking multiple ads on top of each other in a single placement with only the top ad 
being visible, multiple advertisers pay for impressions even if end users are not seeing 
their ads.

# 4
Technical targeting

User agent stuffing is a method used by fraudsters to mask browser details in order to 
obtain more money. For example, if advertisers want to target iOS or Apple devices and 
are prepared to spend higher CPMs, user agent stuffing is a fraudulent means to secure 
more revenue. 



# 5
Geo-targeting

Faking the location of a device so that it attracts more ad spend because the location 
is considered an added value is also used in digital ad fraud. So-called location fraud is 
becoming more prevalent because marketers are increasingly adopting techniques such 
as hyperlocal targeting, proximity targeting, and geo-fencing. The fact that IP targeting 
is not always precise in a small country like Belgium means that it is not considered as 
location fraud. 

# 6
 Conversion

To conclude, let’s not forget an older fraud method that occurs mainly in affiliate marketing. 
However, performance marketing, including programmatic marketing, are also coming 
under attack. Cookie stuffing works by placing multiple cookies from third-party systems 
onto a user or bot in order to create conversions without necessarily interacting with a 
specific channel. Accumulating cookies from various systems means that you are more 
likely to create a conversion and be seen as a valuable partner. Cookie stuffing creates a 
false view of the situation and leads marketing managers to over-invest in certain digital 
channels, unwittingly giving fraudsters more money.



Nuances in viewability

We must emphasize that a non-viewable impression is not the same as ad fraud. A 
viewable impression is a metric standard for ad display in the active viewport if 50% of 
the surface area is visible on your screen for one second. This is the IAB standard. The 
percentage drops to 30% in the case of rich media because more surface area does 
not necessarily mean that it will occupy more space in the active viewport. A viewable 
impression can be seen as a KPI to optimize and steer your digital branding campaigns 
and investments in advertiser, agency, trading desk or publisher systems. Some DSPs 
even offer the possibility to steer your investments automatically with an algorithm that 
optimizes viewable impressions (vCPM). However, don’t forget that several technical 
aspects – such as older mobile devices, cookies that prevent providers from measuring 
viewability, or hidden pixels that make viewability impossible to measure – also impact 
your viewability percentage. Therefore, a tolerance of around 10% is advisable when 
looking at your viewability KPIs in third-party systems. In due course, these technical 
hurdles will be overcome. Publishers also need to make their websites more responsive 
and mobile-friendly. Belgium is currently lagging behind other countries in terms of 
website responsiveness with an average viewability rate of between 50 and 55% since 
2016, only growing by a few percentage points each year. 

What is

digital ad
FRAUD



Nuances in whitelisting

Some traders refer to non-transparent bid URLs as ad fraud, since what you are paying 
for is to be visible somewhere! But this should be put into perspective. In an ideal world, 
all bid URLs and buying domains should be transparent. However, as is the case with 
website responsiveness, Belgium is lagging behind in terms of transparency compared 
to countries like the Netherlands and France. Transparency comes at a price and in 
some cases, advertisers are not interested in which domain they are on. Rather, they 
want a campaign to perform well in terms of cost per action (CPA) and CPC. For those 
more performance-driven campaigns, using semi-transparent or semi-blind bid URLs at 
a lower cost should suffice. However, if you want to target a specific niche website where 
volumes are lower, or you have a brand, advertiser or campaign for which it is important 
to know where you are serving your ads, you will have to invest extra for transparency. 
Equally, niche websites using automated refreshing to generate more impressions for 
the time people spend on certain pages should not be regarded as ad fraud, although 
this area could be better regulated and more clearly explained in terms and conditions. 
IAB Tech Lab’s ads.txt initiative is contributing to improving transparency within the 
programmatic ecosystem, since a txt file explains to buyers which SSPs are used. If you 
manage these websites indirectly or own the media yourself, a reference to the actual 
domain is a good way of combating domain spoofing. Finally, so-called fake news and 
references to far-right and extreme-right doctrines are not considered fraudulent by 
default. 

What happens if...
your campaign is hit by digital ad fraud?

This is the perennial question. The other being: Who is responsible and who is accountable? 
In most cases, it’s the buyer. But in fact, it’s more nuanced than that. Publishers and 
sellers also have to cough up compensation to cover the buyer’s losses. And there is also 
responsibility on the part of technology companies to prevent fraud from happening 
in the first place. Plus, from a technical point of view, it can become complicated when 



numerous parties are involved (DSPs, SSPs, brand safety providers, data providers, 
viewability providers, etc.). In reality, the entire industry bears some responsibility for 
making sure we eliminate ad fraud. This implies assuming your share of the responsibility 
in the chain, be it local or international accountability. 

Legal implications

From a legal point of view, ad fraud can be considered in different ways. Firstly, ad fraud 
is a breach of contract since the fraudulent advertiser will most probably infringe the ad 
platform’s explicit contractual or policy terms prohibiting ad fraud. Hence, once detected, 
fraudulent ad accounts can be suspended and/or immediately closed. A subsequent 
claim for reimbursement of payments for fake ads is the next logical step. However, this 
will often fail because of the difficulty in catching the actual perpetrators of the fraud 
(anonymous users, fake companies or individuals located in jurisdictions beyond reach).  
Secondly, ad fraud can constitute a criminal offence, since the activities of ad fraudsters 
include hacking, deception and/or identity theft.  This makes it possible to file a complaint 
with the judicial authorities in order to try to discover the identity foreign perpetrators.
Thirdly, if the fraudster is beyond reach, the parties in the ad chain (buyer, advertiser, 
publishers, sellers, etc.) can turn against each other in order to claim damages. To avoid 
or mitigate the effects of these claims, it is important to have state-of-the-art procedures 
and techniques in place to detect and avoid ad fraud, as well as contractual clauses 
limiting or eliminating damage claims for fake ads.
Finally, combating fraud has been expressly recognized as a legitimate interest in data 
protection.  This means that processing personal data for the purpose of combating fraud 
(screening and monitoring potential ad fraudsters) is justified based on the legitimate 
interests of the controller or a third party.

Terms and conditions

Where this all comes together is in the terms and conditions of the partners you work with. 
Terms and conditions are vital in order to determine the legal implications, responsibility 
for ad fraud and how cases of ad fraud will be handled. All parties in the ad chain are 
impacted (buyer, advertiser, publishers, sellers, etc.) Terms and conditions should also 



state how injured parties will be compensated. Therefore, it is vital to carefully check the 
terms and conditions relating to ad fraud in every insertion order or contract you sign 
with a partner. Remember to always read through the terms and conditions carefully and 
ask questions about damages for which your partner is liable on your behalf. 

How to detect and prevent digital ad fraud? 

Now that we have explored the different types of ad fraud impacting programmatic 
marketing and the legal implications, let’s turn our attention to what you can do to detect 
and prevent it. Eradicating digital ad fraud is probably the most difficult task facing our 
industry today and it is unrealistic to imagine we can accomplish this alone. For now, 
prevention is better than a cure and this should be the chosen path for all players. The 
following recommendations include stand-alone actions and collaborative solutions that 
can help to keep our industry relevant and trustworthy. 

1. Use ad tech to your advantage

First things first: start using ad technologies. Ad servers are a well-established feature in 
the digital marketing landscape, serving ads to a user’s browser and rendering ad calls 
into impressions for measurement purposes. What most people forget is that ad servers 
also have built-in mechanisms to prevent fraudulent activity. Now that DSPs are coming 
on board, the demise of ad servers may seem imminent. But, in terms of battling fraud, 
ad servers are more important than ever before. In most cases, DSPs are on the front 
line of the battle and, together with SSPs, the most likely systems to come into contact 
with fraud. Many DSPs have their own algorithm to combat fraud, but ad servers have 
been using methods to filter out fake impressions and clicks from the outset. An ad 
server is regarded, more or less, as the most accurate measurement tool in terms of 
campaign performance. If you want to find out which ad servers are reliable, the Media 
Rating Council can provide an accurate picture. Alternatively, check which systems your 
partners are using to prevent and detect fraud. Certificates from entities such as the 



Media Rating Council, the International Organization for Standardization (ISO/IEC) and 
IAB are good indicators of whether a technology is secure and up to speed with the latest 
developments and quality controls. Keep this in mind when choosing an ad tech vendor!  

2. Choose pre- and post-bid solutions

There are numerous partners out there who have joined forces with DSPs and SSPs to 
combat fraud. Brand-safety providers enhance the capabilities of a DSP to make sure you 
buy safely across the programmatic ecosystem. They offer pre-bid solutions that deliver 
additional information to DSPs about domains and ad placements, so that DSPs know how 
to deliver ads better to users. You can see it as a form of automatic whitelisting, allowing 
you to filter out categories such as violence, pornography or religion. The additional 
costs are worth it. They enhance the overall campaign performance, not to mention 
your reputation as a buyer. A lot of these pre-bid providers can also be used post-bid in 
terms of targeting programmatic campaigns on categories, subjects or pages containing 
certain keywords. On the side of SSPs, there are also ways of protecting publishers from 
harm by scanning third-party ads for malware, viruses or spam and blocking these ads 
from ever entering the programmatic ecosystem. Some contextual advertising partners 
are even capable of preventing DSPs from buying on fake news websites or websites 
advocating beliefs that challenge our democracy.

3.  Private Marketplaces (trusted sellers/buyers)

In Belgium, the most popular way of preventing ad fraud is using Private Marketplaces 
rather than the open market. Private Marketplaces are deals you make as a buyer with 
trusted sales houses, networks or inventory sources in order to be 100% sure you are 
visible on the websites you choose. Buyer and seller are directly connected and prices 
are usually a lot higher due to security, transparency and targeting measures applied to 
the deals. As a buyer, you can obtain preferred status, so that you don’t need to contend 
with competitors in your bid auctions. You can even secure a guaranteed way of buying 
impressions or bid requests to make sure all the budget is spent. However, Private 
Marketplaces, automated guaranteed or programmatic guaranteed deals only help to 
prevent fraud being perpetrated by the parties with whom you are concluding the deal. 



In some cases, publishers have no control over the fraud that is happening on their 
inventory carried out by users visiting the websites or external fraudsters. In that respect, 
third-party solutions as described above offer a more technical approach to combatting 
fraud, in contrast to Private Marketplaces, which discourage fraud by humans.

4.   Data Management Platforms (DMPs) and data science

Another way to verify activity in the digital ecosystem and detect fraud is using data 
science to analyse the digital traces of online behaviour, such as IP addresses, cookie 
IDs and user agents. Although this touches on the sensitive areas of data privacy and 
the EU’s General Data Protection Regulation (GDPR), data science is a vital weapon in 
the anti-fraud armoury. Using trustworthy data providers and DMPs in a similar way 
to Private Marketplaces is also advisable, although transparency is key when adopting 
data-driven strategies in programmatic campaigns. This explains the success of buyers 
who apply owned data to their campaigns. Data scientists can also help to filter out 
underperforming cookie IDs to improve campaign performance. Although these may not 
always be fake, the line between underperforming and fraudulent cookies is becoming 
blurred.  

5.   Greater awareness

Last but not least, we cannot ignore the vital role of education and training to increase 
general awareness of digital ad fraud. The underlying aim of this white paper is to inform 
Belgian marketers of the risks and what measures we, as an industry, can take to combat it 
and safeguard our reputation. One white paper is not enough: more training, consultancy 
services and knowledge sessions about ad fraud are needed on the Belgian market. As 
an industry, we need to take responsibility for educating colleagues, clients and, in some 
cases, users on how to spot and combat ad fraud in our increasingly digitalized lives. The 
battle will continue for as long as there is money to be made by fraudsters. Let’s make it 
difficult for them! 


